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Notice and Consent

● Websites or mobile apps provide notice to users about their 
information collection practices and obtain their consent before 
collecting and sharing personal information



In practice, Notice and Consent Does Not Work

The hypothetical opportunity cost if each individual in the US started 
reading every encountered privacy policy is 781 BILLION US dollars!

https://www.mybboost.com/thread-build-a-google-like-scroll-to-unlock-button-for-your-mybb-privacy-policy

https://www.mybboost.com/thread-build-a-google-like-scroll-to-unlock-button-for-your-mybb-privacy-policy


Motivation

● Consumers do not read privacy policies…

● ... but even if they would, what difference would it make? 

● Can we be certain that disclosures made in privacy policies 
reflect actual data collection practices, at least in the context 
of mobile apps?



What types of disclosures do we focus on?



1. Children’s Privacy

https://play.google.com/about/families/designed-for-families/

https://play.google.com/about/families/designed-for-families/


2. Third-Party Data Collection

https://gdpr-info.eu/art-13-gdpr/

https://gdpr-info.eu/art-13-gdpr/


3. Reasonable Security Measures

https://www.ftc.gov/tips-advice/business-center/guidance/app-developers-start-security

https://www.ftc.gov/tips-advice/business-center/guidance/app-developers-start-security


3. Reasonable Security Measures

https://www.ftc.gov/tips-advice/business-center/guidance/app-developers-start-security

https://www.ftc.gov/tips-advice/business-center/guidance/app-developers-start-security


How do we compare disclosures in privacy 
policies to actual app behaviors?



The approach that we use

Database containing information 
about 68,051 Android apps’ runtime 

and network behavior
(read more in [1])

Textual analysis of privacy policies to 
locate disclosures related to our 

problem domain
(this work)

+

[1] Reyes, I., Wijesekera, P., Reardon, J., On, A.E.B., Razaghpanah, A., Vallina-Rodriguez, N. and Egelman, S., 2018. “Won’t Somebody Think of the 
Children?” Examining COPPA Compliance at Scale. Proceedings on Privacy Enhancing Technologies, 2018(3), pp.63-83.



Policy Text Analysis

String matching using regular expressions (“regex”) against known 
keywords and manual refinements

https://regexr.com/

https://regexr.com/


What did we find for each category of 
misrepresentations?



Children’s Privacy

● We analyzed privacy policies of 8,030 Android apps in DFF

● Out of these apps

○ 728 apps (9.1%) explicitly claim not to be directed at 
children

○ 2,457 (30.6%) claim no knowledge of collecting any data 
from children under 13





https://www.law.georgetown.edu/wp-content/uploads/2018/12/12-19-Google-Play-Store-Complaint-With-Exhibits.pdf

https://www.law.georgetown.edu/wp-content/uploads/2018/12/12-19-Google-Play-Store-Complaint-With-Exhibits.pdf


Third-Party Data Sharing

● We analyzed the entire corpus of 68,051 apps

● We found that 22,856 apps do not mention third-party affiliates 
in their privacy policies, however, 7147 (31.3% of 22,856) still 
share user identifiers

● Only 15,106 apps (22.2% of 68,051) explicitly name third-party 
affiliates 



Reasonable Security Practices

● We analyzed 9,424 apps that do not use TLS when transmitting 
personal identifiers over the network

● Out of these, 2,680 apps (28.4%) claim to take measures to 
secure user data 





Summary

● 9% of apps in the DFF program claim not to be directed at 
children

● 31% of apps that share user data with third-party service 
providers do not provide notice to users

● 28% of apps that do not encrypt data in-transit claim to take 
reasonable security measures



Takeaways

● We found contradictions between disclosures made in privacy 
policies and actual data collection practices for all three types 
of problem domains

● Even if consumers want to learn about data collection practices 
of mobile apps, they are unable to do so with the current quality 
of privacy disclosures   



Third-Party Data Sharing

● We analyzed the entire corpus of 68,051 apps

● We found that 22,856 apps do not mention third-party affiliates in their privacy 
policies, however, 7147 (31.3% of 22,856) still share user identifiers

● Only 15,106 apps (22.2% of 68,051) explicitly name third-party affiliates 



Notice and Consent

● The dominant privacy framework in the context of online privacy

● Websites or mobile apps provide notice to users about their 
information collection practices and obtain their consent before 
collecting and sharing personal information

● In theory, users are expected to be aware of the privacy implications 
of consenting to the service provider’s privacy policy...



Third-Party Data Sharing

Description Observed App # Sample Size

Mention third parties 45,195 68,051

Provide names of third parties explicitly 15,106 (33.4%) 45,195

Undisclosed sharing (third parties not mentioned) 7,147 (31.3%) 22,856



Children’s Privacy

Description Observed App # Sample Size

Participate in DFF program 8,030 68,051

Claim not to target children 728 (9.1%) 8,030

Claim no knowledge of collecting children data 2,457 (30.6%) 8,030



Reasonable Security Practices

● We analyzed the entire corpus of 68,051 apps

● Using the AppCensus dataset, we found that 9,424 apps (13.8% 
of 68.051) do not use TLS when transmitting personal 
identifiers over the network

● Out of these, 2,680 apps (28.4% of 9,424) claim to take 
measures to secure data transmission 



Reasonable Security Practices

Description Observed App # Sample Size

No encryption in-transit (i.e. no TLS) 9,424 (13.8%) 68,051

Claim to secure data transmission 2,680 (28.4%) 9,424


